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FAQ - Internet Banking for
Retail Banking Customers
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service? and How do | apply for it?

BankDhofar Internet Banking is available for all
BankDhofar account holders. You will need either a
corporate current account, call account, trade finance
account or fixed deposit. If you do not have an account
then please visit your nearest BankDhofar Branch or
call our 24 hour Contact Centre 24791111 or simply log
on to BankDhofar website www.bankdhofar.com to
know more.

How do | register for BankDhofar Internet Banking?
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One password is applicable for logging into
BankDhofar Internet Banking and OTP is applicable
for logging and approving transaction. Your log in
password should not be disclosed to any third party
as it allows the Bank to uniquely identify you as our
customer. Under no circumstances will the Bank
contact you and ask you to disclose your password.

Kindly note that your transaction OTP is used only to
authenticate transactions and not to log in.
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What rules do | need keep in mind when changing my
User ID and password?

The password length should be between 8 to 10 characters
and should be a combination of alphabets and numerals.
The password cannot consist of all the characters that are
in your Username. For example If your Username is ‘Bob’,
then your password cannot be ‘Bobby’.

Are there any additional documents that | need to submit
to avail BankDhofar Internet Banking?

You are only required when registering for the service to
have an account with BankDhofar.

Are there any charges for applying for or using
BankDhofar Internet Banking?

The service is free of charge to customers of BankDhofar.
However, specific services such as Overseas Remittances,
Transfers within Oman, Pay Orders and Cheque Books requests
will be charged as per the normal charges applicable for these
services (i.e. same fees that apply through the Branch). The
amount will be debited from your BankDhofar account.

What services can | get on BankDhofar Internet Banking?

Statement

You can view yearly statements in your operative and
loan accounts and can download a statement in different
formats. The following formats are available:

e Display on the same screen

* Excel

« PDF

* Mini Statement

¢ View your last 15 transactions

Funds Transfer
e Funds Transfer to your own linked Accounts with
BankDhofar  (Self-funds transfer)

e Funds Transfer to any BankDhofar Account (Third
Party transfer))

* Funds Transfer to local banks (Transfers within Oman)
* International Funds Transfers (Outside Oman)

* Instant Transfer Within Oman

e Supports multicurrency funds transfers

* Scheduled Funds Transfers on Daily, Weekly, Monthly
or Quarterly payments to your own linked Bank
Account or any BankDhofar Account and choose the
number of transfers.

e View all completed transfers
¢ View all pending transfers

¢ View all saved transfers (to be sent when you submit
the transfer)

»  Maintain your Beneficiary/ Receiver list for future transfers.
Service Requests

¢ Account Opening Request

¢ Loan Request

e Cheque Book Request

¢ Demand Draft Request

¢ Fixed Deposit Account Opening Request
e Break of Fixed Deposit

* Renewal of Fixed Deposit

»  Debit Card Country Block/ unblock

e Debit Card Change Limit

» Debit Card activation/ Set/ Reset PIN

jLa Be- i
BankDhofar

ool ppai sic Lagsi gule iy guill saclgall i Lo .6
Sjgpoll dollg paAimoll
00 &igdo ilioy 10 G| 8 yo joroll dals Hgli ol wany
@uai ol jopall daldl G4ay g wagpallg laill G0 dcgarn
JbAJ|dJ.uuud£ -exaiuall ool (a 85gagall jgopl grea
el 9941 ol by s ,"Bob " 9o paaiuall el G 131
."Bobby " (s wull

Alesall gule Josaall dpabal Gilig i préi v Joo .7
GLab wlis o Siiill jie dpdpaall

g cibun el Gty ol has i sdesall il Jyand sic
Jlah el

ol /uile Jganll clh sic ddrho pgay i «llin Jo .8
Glah cliy go Juipiidll juc dadpasdl Glosall plsAiul

vasy o o4y ylab «liy o-ilij gpeal dyilie dosill 0in
ddlaall dllall Gallgall Jie dires Kilosd (ule duagyaall pguyll
aplictll pguyll Ladg wilbyill yibsg ig-aall yolglg diaylillg
e dosdoll Cilosill (e Guhis (il pgsll puai sl) ddrhall

JLab Ly b eyl oo gliall poas @i (gop-all

grb Jrawill e Lgale Juanba il Silosall oo Lo .9
lab wlis o Cuijiilll pac dgdpaoll Giloaall
abuall casis
duai il |¢IJUL;mL}_cg9Lud|gLunJ|hﬁ_ddub)_c‘J_1$AJ‘ iS04
wilbwall casils Jowoni wlidoy Los gagpall cillung dlleall
i Jesonill dalio dulill guall .gpa 83s
dslidl guai gle pape @
Excel o
PDF o
JEV-V- RN TEQW- FE S
<hlua (6 gl @i dispas dloleo 15 4l paje o

dullall Cialygaill
JLab elin dhipell elillua g dulell Sillygaill  ®
(guaiddl  Jygaill)

(oloc Jals Jygaill) dilao clgin l dllall Hialygaill o
(oloc 25 Jygaill) dylgall dllall Citlygaill o

olec Jabs syoall Jygaill o

6s32io Gllosey dlladl Galygaill ocs @

ol of grogs pubul gule dlgsaall dylloll Cuslygaill o
iy dhyipell lililaa gl soiu gy ol «srg-d of
Sacylidl g o jlabh clin (a palcilbua gl gl ol jLak
. ailygaill

lgllos] i (puill Cialygaill gron paje @

agaiill aa Allj lo il Caalyonill groa aye o

g Llbuy] oinl) Lghan of (il Gitlygaill groa pape @
(wwliall Ciagll

Sialagaill Gualiwell /yusieiwall dodlar Blaiaall e

Silosall Siblh
Glunatacdh e
vaplh e

NATETFRAT

anlilldzssgll ibwa aialh @
(@laaiwll Jud) dilill dessgll juall ol @

il dsysoll spsai

udgadl ol il Il calpall dalhy e phanll cla/pha o
gudll alpalldalny cadu puoi @

Jdl calpall dalad spudl pall Guueissle] fppeiffaai  ©



10.

1.

12.

13.

Utility Payments

* Pay Water Bills

e Pay Electricity Bills

* Pay Omantel Fixed Line Bills
e Pay Omantel Internet Bills

« Pay Oman Mobile GSM Bills
e Pay Ooredoo Fixed Line Bills
« Pay Ooredoo Internet Bills

* Internet Bills GSM Bills
Mobile Top up

e Ooredoo Mobile Topup

¢ Oman mobile Topup

« Renaa Mobile Topup

e Friendi Mobile Topup

e PASI Bill Payment

¢ View saved payments

* View pending payments
Messages

e Reach out to your coordinator to resolve any queries
regarding the BankDhofar Internet Banking Service by
sending and receiving electronic mail.

Inquiry
e Activity: Track all your completed financial and non-
financial activities

e Transaction Limit: Track and change your transaction
limits.

* Personal Preferences

¢« Change your Personal Details

e Change your Address Information

e Change your Login password

e Change your Security settings for Login password

* Change the date format

¢« Change the Amount Format for viewing your account
balance

e Change preferred language: English and Arabic
e Choose a Primary Account Number

What types of accounts are visible through BankDhofar
Internet Banking?

With BankDhofar Internet Banking you can access
all accounts that you maintain with the Bank such as
Al-Heson Savings Accounts, Current Accounts, Loan
Accounts, Credit Cards and Fixed Deposit Accounts.

I have only a fixed deposit account with BankDhofar. Can
| benefit from BankDhofar Internet Banking?

Yes, you can as you will have access to details of your
fixed deposit accounts.

Can | authorize someone to operate my account?

No. Only you are authorized to operate your account.
Disclosing your password to others is a security risk.
Accounts with a Power of Attorney may be operated by
the holder of the Power of Attorney, if you provide him
with the User ID and password.

| have forgotten my password, what should | do?

If you have forgotten your BankDhofar Internet Banking
User ID or password you can get new password or User
ID from forgot password or Forgot User ID option in the
login screen.
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Can | add other accounts later to the existing User ID?

Any new accounts opened with BankDhofar under the
same customer Profile will be automatically linked to your
existing BankDhofar Internet Banking account.

Should | keep any minimum balance in my account(s) to
avail this service?

There is no minimum balance required for maintaining
your BankDhofar Online Account. However please note
that the Bank charges a service fee of 500 Baiza every
month if the balance in your Current Account is less then
OMR 200 and a fee of 500 Baiza every month if the
balance in your savings account is less than R.O. 100.

What will happen if | do not use BankDhofar Internet
Banking for a long time after enabling the service?

BankDhofar Internet Banking will deny access to your
accounts through Internet unless the account is accessed
at least once in 365 days. This is an in-built security
measure to take care of unattended accounts. However, it
can be enabled by calling our 24 hour Contact Centre on
(+968) 2479111

What is meant by that the transactions are “Real-Time
online”?

BankDhofar Internet Banking gives you access to your
funds in real-time, executing your instructions the very
second you issue them. Therefore, every time you submit
instructions your balance will be updated automatically.
On the other hand Demand Draft / Pay Order requests /
Fixed Deposits closure are offline requests that will not be
reflected on your balance immediately. In addition, Credit
Card payment is online where it happens instantly.

What’s the minimum hardware and software requirement
for using BankDhofar Internet Banking more efficiently?

There are no specific hardware requirements; as for the
software we recommend Windows 10 and above with
Internet Explorer 11 and above or Chrome.

The optimal display resolution is 1024 x 768 Pixels

To access BankDhofar Internet Banking the PC should
have an Internet connection.

Why are my BankDhofar Internet Banking password(s)
not functioning?

Password(s) not functioning could be due to various reasons:

BankDhofar Online passwords are case-sensitive and may
not have been entered in the same lower or upper case as
mentioned.

The password has been entered in another language than
the one used (check that your keyboard has been set to
English and not Arabic or any other language)

The account has not been accessed for more than 365
days.

20. When do | need to change my passwords and how?
For security measures the system would by default direct you

to change your password if:

Your passwords were re-activated due to the fact you
attempted 3 unsuccessful logins.

You forgot your password, easily click on forgot password
and complete the process to create a new one.
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21.

Passwords can be changed at your own convenience as
well by logging into BankDhofar Online and choosing the
change password option from the personal preferences
menu.

Always use passwords that are easy for you to remember
yet difficult for others to know. We advise you not to use
names of your children and birth dates as those are easy
to guess. If in doubt that someone might have guessed
your passwords, please change it immediately.

What are the measures | can take to ensure greater
security?

Always logout from BankDhofar Online when leaving your
PC.

Never leave your PC unattended if you are logged into
BankDhofar Online.

Always have a screensaver password enabled on your PC
so that no one else can access it.

If in doubt that someone might have guessed your
password(s), please change them immediately.

Change your passwords regularly - at least once a month,
choose a “strong” 8 to 10 digit passwords (combination
of alphabets, numerals) avoid obvious passwords (names
of family members, pets, date of birth, etc.), and do not
disclose your passwords to anyone.

Never use an Auto Complete or save my password feature
to save your passwords on any software which fills and
enters your password automatically for you when you log
into a site (e.g. Some versions of Internet Explorer, Mozilla
Firefox and Norton prompt you to store a password so
that you do not have to enter it next time you log on. Do
not select this option).

You should not write a password down on any paper
which may be easily accessible to anyone.

If you are using the Internet in a public place (e.g. Internet
Café, Airport Lounge) do not leave the PC unattended,
and ensure that no-one is watching what you type, if the
option is available to delete your browsing history, cache
memory and personal information, then please do so (this
can be done with most browsers by accessing the Internet
Options menu).

Logout from BankDhofar Online upon completion of your
session. Use the Logout button to logout so that the
session closes. Never shut the browser window to logout.
For more security measures once you logout close your
browser session.

Always run the latest Antivirus updates on your PC.

To ensure complete confidentiality of your transactions,
you are advised to clear the cache memory of the Internet
browser. You may also delete all files including any offline
contents from the temporary Internet Files Folder.

BankDhofar would never contact you by email, SMS or
phone to ask details of your Internet Banking account,
your card or your passwords.

Always start your session by visiting www.bankdhofar.
com and clicking on Personal Banking to login to your
Online Banking Service.

If you suspect any unusual account activity, telephone our
24 hour Call Centre on (+968) 24791111 or send us an email
at care@bankdhofar.com
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Sometimes, when | try to log in to BankDhofar Online,
I get the message “Connection not Established, Try
Again...”

The connection between your PC and our server goes
through the Internet. This connection sometimes may
not establish due to multiple reasons. It’s best to refresh
and reload again (this can be done by pressing F5 or Ctrl
and F5 together for a forced refresh) and try again. If the
problem still persists then please contact us at care@
bankdhofar.com.

Whom should | contact if | have a problem in accessing
BankDhofar Internet Banking?

You can contact our 24 hour Contact Centre on (+968)
24791111 or write to us at care@bankdhofar.com

How secure is BankDhofar Internet banking?

BankDhofar is committed to provide its customers with
a secure banking experience. We utilize state-of-the-art
technology to protect your financial information. We
employ a wide range of security features for our website
as well as for our Internet Banking Service.

Encryption

Two levels of passwords; one for logging and one for
executing transactions  Online

Technology updates - In order to effectively counter
the latest security threats, we ensure that our systems
are constantly updated to maintain the security of your
accounts.

A virtual keypad functionality is also available which
avoids any key logger attacks.

OTP (One Time Password) is a security system that auto
generates passwords each time a user adds or updates a

beneficiary for Third party Transfer within a Bank, or Third
Party Transfer within Oman, Third Party transfer outside
Oman or Bill Payment .Once you attempt to add or update
a beneficiary, you will be asked to enter an OTP which is
a combination of 8 numeric digits numbers sent to you
via SMS to your registered mobile phone number with
the Bank. The SMS will be in the following format: “Please
enter the following One Time Password to confirm your
transaction: (example) 12345678, for more information
call (+968) 24791111.” Enter the OTP you received via SMS
into OTP field then click Submit button.

Can | pay my Credit Card bill through BankDhofar Internet
Banking?

Credit Card payments can be made using BankDhofar
Internet Banking. Credit card payments are debited
immediately from the source account from which the
payment is made and it will be reflected in the credit card
limit instantly.

Can | transfer money online to an account with another
bank in Oman?

Instant transfers are to other banks accounts within Oman.
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How can | disable my Internet Banking service?
You can de-activate your passwords by either:

Calling our 24 hour Call Centre on (+968) 24791111. You will
need to authenticate yourself by answering a few security
questions.

You can send an email to care@bankdhofar.com from
your registered email stating your user ID and request to
disable the service.

Can | access my BankDhofar Internet Banking, account
when | am travelling?

Yes, you can. BankDhofar Internet Banking is accessible
from anywhere in the world as long as you have an Internet
connection. We advise you to use the onscreen virtual
keyboard when using the service on public computers

Is there a limit to the transactions performed through
Bank Dhofar Internet Banking?

Self-transfers to your account within BankDhofar on
BankDhofar Online are capped at OMR. 25,000 per day.

Third party transfers within BankDhofar accounts in
BankDhofar Online are capped at OMR. 10,000 per day.

Transfers within Oman transfers in BankDhofar Online are
capped at R.O. 10,000 per day.

Use below Beneficiary details for Government Tax
Payment

Corporate Income Tax - National Bank of Oman -
1021381912007.

Value Added Tax - National Bank of Oman -
10210348093007.

Excise Tax - Ahli Bank - 9700071574001.

Copyrights BankDhofar, Sultanate of Oman.
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